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DETAILED ACTION 

Claims 28-38, 41, 43, 45-49, 52, 54-57, 60, and 63-76 are pending. Claims 63- 
76 were newly added. 

The indications of allowable claims in the prior office action are withdrawn in view 
of the newly discovered reference(s) to Alden et al (US 6,101 ,543). Rejections based 
on the newly cited reference(s) follow. Any inconvenience is regretted. 

Applicants amendments and arguments were fully noted, butf are moot in view 
of new rejections made below in light of newly discovered prior art. Any well known art 
statements made in the prior office action not specifically or adequately traversed are 
taken as admittance of prior art as per MPEP 2144.03. 



Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 70-72 and 75 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

1. Claims 70-72 are directed towards an apparatus comprising a processor. As 
evidenced by the attached IEEE dictionary printout, a processor can refer to 
either hardware or software. Because claims 70-72 can reasonably be 
interpreted as being directed towards software per se, the claims are not 
statutory. 
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2. Claim 75 is directed towards a communication system which appears to be 
composed of elements which one can reasonably interpret as being implemented 
as software per se, thus is not statutory. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 



Claims 28-30, 41, 43, 45, 63, 66, 68-70, 73 are rejected under 35 U.S.C. 102(e) 
as anticipated by Alden et al (US 6,101543). 
Claim 28: 

Alden discloses: 

1 . Encoding the digital message by a first application; i.e. TCP/IP stack, WinSock 
API, or TCP/IP layers; executing on the computer to form an encoded message 
via employment of an encoding format of a network protocol (col 14, lines 64-67; 
col 18, lines 17-30 and 58-65; Fig 1; and Fig 19). The TCP/IP stack is located in 
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the network layer. As evidenced by Figure 1, any message passing through the 
network layer gets encoded in the encoding format of the TCP/IP network 
protocol. Since in the cited sections a data packet is sent to the TCP/IP stack 
and is passed by the TCP/IP stack to the pseudo network adapter, the packet 
was encoded by the TCP/IP stack. 

2. Subjecting the encoded message, not a decoded message obtained from the 
encoded message, to at least one cryptographic process in a proxy agent 
application executing on the computer to form a cryptographic processed 
message (Fig 19; col 11, lines 31-37; col 18, lines 38-40; and col 19, lines 1-6). 

3. Encoding the cryptographically processed message via employment of the 
encoding format of the network protocol (Fig 19; col 15, lines 2-5; col 17, lines 7- 
10; col 18, lines 43-46; and col 19, lines 8-11). After encrypting the data packet, 
the packet is passed back to the TCP/IP stack, thus is encoded once more via 
employment of the encoding formation of the TCP/IP stack. 

Figure 19 shows the path data takes in transmission. First, it goes through the 
TCP/IP layers where it is encoded via the TCP/IP protocol, then it goes to the pseudo 
adapter (step 382) where it is encrypted. Then, the encrypted packet is passed through 
the TCP/IP layers once more where it is encoded again via the TCP/IP protocol. 

Note that while the encoding in the sections specifically cited by the examiner 
uses the TCP/IP network protocol, other network protocols are also used for encoding 
the packet disclosed by Alden. As seen in Figure 1, the OSI model of networking uses 
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seven protocol stack layers. Each layer adds its own encoding to the packet as it 
travels through the layers when the packet is sent. Any or all of the network protocols 
defined by these layers of the OSI model can be considered to disclose the encoding 
format of the network protocol. 
Claim 29: 

Alden discloses: 

1 . Decoding at the computer the encoded, cryptographically processed message 
according to the encoding format of the network protocol to form a decoded, 
cryptographically processed message (Fig 1; Fig 20; col 17, line 65-col 18, line 
6). 

2. Subjecting the decoded, cryptographically processed message to a second 
cryptographic process inverse relative to at least one first cryptographic process 
by a proxy agent application executing on the computer, which previously 
encoded an original digital message, to form an inversely cryptographically 
processed message (Fig 20 and col 18, lines 6-13). 

3. Decoding the inversely cryptographically processed message by another 
application executing on the computer according ot the encoding format of the 
network protocol used in said decoding of the cryptographically processed 
message (Fig 20 and col 18, lines 6-13). 



Claim 30: 
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The limitations recited in claim 30 is essentially a combination of what is recited 
in claims 28 and 29 with the extra limitation of transmitting the encoded, 
cryptographically processed message from the first computer unit to the second 
computer unit. Thus, claim 30 is rejected over Alden for much the same reasons given 
in claims 29 and 30. Note that for the second computer to be able to perform the steps 
recited in claim 30, the encoded, cryptographically processed message must have been 
transmitted from the first computer unit to the second computer unit. Further, Alden 
explicitly discloses the recited transmitting step further recited in claim 30 (col 14, lines 
2-5 and Fig 19, steps 390-394). 
Claim 41: 

Claim 41 is directed towards an apparatus comprising a first computer unit and 
second computer unit with means for implementing the method of claim 30 and thus is 
rejected for substantially the same reasons given in claim 30. Note figure 14 of Alden 
discloses a first computer unit (client 247) and second computer unit (server 253). 
Figures 15-16 disclose the means by which these computer units performs the method 
ofdaim30. 
Claim 43: 

Alden further discloses wherein the means for encoding the digital message is 
further provided as the means for encoding the cryptographically processed message 
(Fig 19). 

TCP/IP layers 372 and 374 do both encodings. 
Claim 45: 
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Alden further discloses wherein the means for decoding the encoded, 
cryptographically processed message is further provided as the means for decoding the 
inversely cryptographically processed message (Fig 20). 

TCP/IP layers 420 and 422 do both decodings. 
Claims 63 and 68: 

Claims 63 and 68 recite limitations similar to what is recited in claim 1 and are 
rejected for the same reasons. 
Claims 66 and 69: 

The limitations recited in claims 66 and 68 are similar to those found in claim 29 
and are rejected for substantially the same reasons. Note that claims 66 and 69 also 
has the limitation of receiving the encoded, cryptographically processed message from 
a first computer unit, however, Alden also teaches this limitation (Fig 20, items 410- 
414). 

Claim 70: 

Claim 70 is directed towards an apparatus comprising a programmed processor 
which performs the method of claim 28. It is rejected for similar reasons given in claim 

28. Figure 19 of Alden shows the components of the programmed processor being 
claimed which implements the method of claim 28. 

Claim 73: 

Claim 73 is directed towards an apparatus comprising a programmed processor 
which performs the method of claim 29. It is rejected for similar reasons given in claim 

29. Figure 20 of Alden shows the components of the programmed processor being 
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claimed which implements the method of claim 29 as well as an interface (item 414) 
receiving the encoded, cryptographically processed message from the computer unit. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 31-34, 37-38, 46-49, 52, 54-57, 60, and 75-76 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Alden et al (US 6,101543) in view of Fujino et 
al (US 5,651 ,006). 
Claim 31: 

Alden does not explicitly disclose including a request for implementing a 
prescribable action in the digital message; implementing the prescribable action from 
the second computer unit to obtain a result of the prescribable action; and sending the 
result of the prescribable action from the second computer unit to the first computer unit 
in a reply message. However, these limitations are disclosed by Fujino (col 6, lines 51- 
67; col 7, lines 1-12; Fig 2; and Fig 3). 

In light of this, it would have been obvious to one of ordinary skill in the art to 
modify Alden's invention according to the limitations further recited in claim 31 . One 
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skilled would have been motivated to incorporate Fujino's teachings because it would 
allow for managing a large-scale communication network (Fujino: col 2, lines 48-50). 
Claim 32: 

Alden discloses: 

1 . Encoding a message according to the encoding format of the network protocol to 
form an encoded message (col 14, lines 64-67; col 18, lines 17-30 and 58-65; Fig 
1; and Fig 19). 

2. Subjecting the encoded message to at least one cryptographic process in the 
second computer unit to form a cryptographically processed message (Fig 19; 
col 11, lines 31-37; col 18, lines 38-40; and col 19, lines 1-6). 

3. Storing the cryptographically processed message (Fig 19). 

4. Transmitting a message from the first computer unit to the second computer unit 
(col 14, lines 2-5 and Fig 19, steps 390-394). 

5. Encoding the cryptographically processed message according to the encoding 
formation of the network protocol to form an encoded, cryptographically 
processed message (Fig 19; col 15, lines 2-5; col 17, lines 7-10; col 18, lines 43- 
46; and col 19, lines 8-11). 

6. Transmitting the encoded, cryptographically processed message (col 14, lines 2- 
5 and Fig 19, steps 390-394). 

7. Encoding a fetch message, i.e. REQUEST frame, in the first computer unit 
according to the encoding format of the network protocol, wherein the 
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cryptographically processed reply message is requested form the second 
computer with the fetch message (col 19, lines 15-59). 

8. Transmitting the fetch message from the first computer unit to the second 
computer unit (col 19, lines 15-59). 

9. Receiving the fetch message by the second computer (col 19, lines 15-59). 

10. Transmitting a reply message, i.e. RESPONSE frame, from the second computer 
unit to the first computer unit (col 19, lines 15-59). 

Alden does not explicitly disclose: 

1 . Including a request for implementing a prescribable action in the second 
computer unit to obtain a result of the prescribable action. 

2. Implementing the prescribable action in the second computer unit to obtain a 
result of the prescribable action. 

3. Forming a reply message which contains the result of the prescribable action in 
the second computer unit. 

4. The encoding and cryptographically processed message being a reply message 
formed at the second computer unit. 

However, limitations 1-4 discussed above as not being explicitly taught by Alden 
are similar to the limitations discussed in claim 31 as being obvious over Fujino. For 
similar reasons discussed in claim 31, it would have been obvious to one skilled in the 
art to incorporate limitations 1-4 within Alden's invention in light of Fujino's teachings 
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according to the limitations recited in claim 32. One skilled would have been motivated 
to incorporate Fujino's teachings for the same reasons discussed in claim 31 . 
Claim 33: 

All the limitations recited in claim 33 can be found in claim 32 also. As such, the 
same reasons used to reject claim 32 also applies to claim 33. 
Claim 34: 

As per the limitation further recited in claim 34, it is obvious to Alden's modified 
invention because Fujino discloses the cryptographically processed reply message is 
stored in a management information base in the second computer unit (col 3, lines 19- 
23). 

Claim 37: 

As per claim 37, Fujino implicitly discloses employing a get request as the fetch 
message; and forming a get response upon the encoding of the requested, 
cryptographically processed reply message due to his disclosure of use of SNMP (col 2, 
lines 49-53). One skilled should appreciate that SNMP uses a get request as a fetch 
message and a get response as a reply message. 
Claim 38: 

As per claim 38, Fujino further discloses transmitting as the prescribable action at 
least one of an information query and an information indication of the second computer 
unit (col 6, lines 51-67 and col 7, lines 1-12). 
Claim 46: 
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Claim 46 is directed towards means for implementing the method of claim 31 and 
is rejected for substantially the same reasons given in claim 31. 
Claim 47: 

Claim 47 is directed towards means for implementing the method of claim 32 and 
is rejected for substantially the same reasons given in claim 32. 
Claim 48: 

Claim 48 is directed towards means for implementing the method of claim 33 and 
is rejected for substantially the same reasons given in claim 33. 
Claim 49: 

Claim 49 is directed towards means for implementing the method of claim 34 and 
is rejected for substantially the same reasons given in claim 34. 
Claim 52: 

Fujino further discloses wherein the network protocol is a simple network 
management protocol version 1 (col 2, lines 48-52). 
Claim 54: 

As per claim 54, Fujino discloses use of simple network management protocol 
version 1 (col 2, lines 48-52). Further, one skilled should appreciate that SNMPvl 
defines five core protocol data units (PDUs): GET REQUEST, which is used to retrieve 
a piece of management information; GETNEXT REQUEST, which is used iteratively to 
retrieve sequences of management information; GET RESPONSE, which causes used 
agents to respond with data to GET and SET requests from the manager; SET 
REQUEST, which is used to initialize and make a change to a value of network 
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elements; and TRAP, which is used to report an alert or other asynchronous event 
about the managed system. As such, Fujino also implicitly discloses wherein the 
means for encoding the cryptographically processed message is configured such that a 
set request is formed upon the encoding of the cryptographically processed message. 
Claim 55: 

Claim 55 is directed towards means for implementing the method of claim 37 and 
is rejected for substantially the same reasons given in claim 37. 
Claim 56: 

Claim 56 is directed towards means for implementing the method of claim 38 and 
is rejected for substantially the same reasons given in claim 38. 
Claim 57: 

Alden further discloses wherein the means for cryptographically processing the 
encoded message, the means for encoding the cryptographically processed message 
and the means for sending the encoded cryptographically processed message are 
formed together as a first proxy agent (Fig 14, items 248 and 250; Fig 16; and Fig 19), 
and wherein the means for receiving the encoded cryptographically processed 
message, the means for decoding the encoded cryptographically processed message 
and the means for inversely cryptographically processing the decoded cryptographically 
processed message are formed together as a second proxy agent (Fig 14, items 254 
and 255; Fig 16; and Fig 20). 
Claim 60: 
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As per claim 60, the apparatus having limitations recited therein is similar to the 
apparatus recited in claim 41 and these limitations are rejected for the same reasons 
given in claim 41 over Alden. Alden does not explicitly disclose the communication 
system having a manager of a communication network and an intermediate manager of 
a communication network, the communication system employing the communication 
network and offering further services that proceed beyond services offered by the 
communication network to customers. However, these limitations are disclosed by 
Fujino (Fig 2 and col 2, lines 48-59). 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill to incorporate the apparatus as recited in claim 41 (disclosed by Alden) 
within the system disclosed by Fujino. One skilled would have been motivated to 
combine Alden and Fujino's teachings for the same reasons given in claim 31 . 
Claim 75: 

The limitations found in claim 75 are a combination of limitations found in claims 
60 and 70. Thus claim 75 is rejected for similar reasons given in claims 60 and 70. 
Claim 76: 

The limitations found in claim 76 are a combination of limitations found in claims 
60 and 73. Thus claim 76 is rejected for similar reasons given in claims 60 and 73. 

Claims 35-36, 64-67, 71-72, and 74 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Alden et al (US 6,101543) in view of Valizadeh et al (US 5,678,006). 
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Claim 35: 

Alden does not explicitly disclose the network protocol is a simple network 
management protocol version 1 . However, Valizadeh discloses use of simple network 
management protocol version 1 as a network protocol was well known in the art at the 
time applicant's invention was made (col 1, lines 41-56 and col 3, lines 12-22). 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to modify Alden's invention to include use simple network 
management protocol version 1 as the network protocol for encoding. One skilled 
would have been motivated to do so because use of simple network management 
protocol version 1 allows network managers to control configuration of attached devices 
(Valizadeh: col 1 , lines 41-45). One skilled should further appreciate that use of simple 
network management protocol version 1 allows network management systems to 
monitor network-attached devices for conditions that warrant administrative attention. 
Claim 36: 

As per claim 36, because Valizadeh discloses use of simple network 
management protocol version 1 (col 1, lines 41-56 and col 3, lines 12-22), he implicitly 
discloses forming a set request in the first computer unit upon encoding the 
cryptographically processed message; and transmitting the set request from the first 
computer to the second computer unit. One skilled should appreciate that SNMPvl 
defines five core protocol data units (PDUs): GET REQUEST, which is used to retrieve 
a piece of management information; GETNEXT REQUEST, which is used iteratively to 
retrieve sequences of management information; GET RESPONSE, which causes used 
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agents to respond with data to GET and SET requests from the manager; SET 
REQUEST, which is used to initialize and make a change to a value of network 
elements; and TRAP, which is used to report an alert or other asynchronous event 
about the managed system. The limitations further recited in claim 36 describe normal 
operation of a network system which employs use of SNMPvl . 
Claims 64-65: 

The limitations recited in claims 64-65 are similar to the limitations found in 
claims 35-36 respectively and are rejected for similar reasons. 
Claim 67: 

The limitations recited in claim 67 are similar to the limitations found in claim 35 
respectively and are rejected for similar reasons. 
Claims 71-72: 

The limitations recited in claims 71-72 are similar to the limitations found in 
claims 35-36 respectively and are rejected for similar reasons. 
Claim 74: 

The limitations recited in claim 74 are similar to the limitations found in claim 35 
respectively and are rejected for similar reasons. 

Conclusion 

Note that while the above citations of the art are meant to help applicant in 
consideration of the art with respect to the recited limitations, applicant should fully 
review all of the prior art of record since other sections not cited by the examiner could 
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also be pertinent to the recited limitations and other combinations of the prior art of 
record could also be applicable in rejecting the claimed invention. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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